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Message Text 

SECRET 

PAGE 01 PEKING 01969 0608 10Z 
ACTION OC-06 

INFO OCT-01 CCO-OO ISO-OO SY-05 /012W 

110525 06081 1Z/10 

P 060637Z SEP 77 
FMUSLO PEKING 

TO SECSTATE WASHDC PRIORITY 8619 

SECRET PEKING 1969 

FOR OC/S 

E.O. 11652: XGDS-1 
TAGS: ACMS 

SUB J : POSSIBLE UNAUTHORIZED ACCESS TO CRYPTO MATERIAL 
REF: S/KAG-1B 11001 

1 . CRYPTO SAFE LEFT OPEN AND UNATTENDED FOR APPROXIMATELY 
ONE HOUR AFTERNOON SEPT 3. DURING THIS TIME, TWO TS CLEARED 
SEABEES HAD ACCESS TO AREA WHILE PERFORMING CONSTRUCTION WITHIN 
VAULT AREA. 

2. SAFE CONTAINS ALL CRYPTO PUBLICATIONS AND KEY TAPES HELD BY THIS 
POST. IMMEDIATE INVENTORY PERFORMED AND ALL MATERIAL ACCOUNTED FOR. 

3. QUESTIONING OF SEABESS INDICATES THEY NOT AWARE SAFE OPEN AND 
DID NOT VIEW CONTENTS. 

4. WHILE VIEWING OF CONTENT OF SAFE BY UNAUTHORIZED PERSONNEL POSSIB 
LE, 

UNLIKELY THAT IT DID OCCUR. 

5 FS-507 NOT AVAILABLE AT POST. REQUEST DEPT. PROVIDE INITIAL 
SUPPLY SOONEST FOR SUBMISSION THIS REPORT. 

WOODCOCK 

SECRET 


NNN 
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Message Attributes 


Automatic Decaptioning: X 
Capture Date: 01 -Jan-1 994 12:00:00 am 
Channel Indicators: n/a 
Current Classification: UNCLASSIFIED 

Concepts: INFORMATION CONTROL, CLASSIFIED INFORMATION 

Control Number: n/a 
Copy: SINGLE 

Sent Date: 06-Sep-1977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 22 May 2009 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977PEKING01969 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: XI 

Errors: N/A 

Expiration: 

Film Number: D770321-0884 
Format: TEL 
From: PEKING 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1977/newtext/t19770995/aaaadbxu.tel 

Line Count: 47 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 

Message ID: 3613784d-c288-dd11-92da-001cc4696bcc 

Office: ACTION OC 

Original Classification: SECRET 

Original Handling Restrictions: n/a 

Original Previous Classification: n/a 

Original Previous Handling Restrictions: n/a 

Page Count: 1 

Previous Channel Indicators: n/a 
Previous Classification: SECRET 
Previous Handling Restrictions: n/a 
Reference: n/a 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 03-Jan-2005 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 1377277 
Secure: OPEN 
Status: NATIVE 

Subject: POSSIBLE UNAUTHORIZED ACCESS TO CRYPTO MATERIAL 
TAGS: ACMS, ASEC 
To: STATE 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/3613784d-c288-dd11-92da-001cc4696bcc 
Review Markings: 
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